Denial of Service (DoS) attack is a major problem prevalent in Wireless Local Area Network (WLAN). Many security techniques were introduced to prevent the DoS attacks in WLAN. However, there are still many weaknesses which provide interest and way for hackers to do such attacks. This research mainly deals with the two types of DoS attacks, namely EAPOL (Extensible Authentication Protocol over LAN) start and EAPOL logoff frame over Access Point (AP) and wireless client. The experimental test bed is taken and the solutions are simulated using NS-2, a Linux based simulator, to analyze how far it prevents the DoS attacks in WLAN. The Central Manager (CM) along with Intruder Database (IDB) is proposed to defend the two different types of attacks targeted on Access Point and Client. The CM and IDB can be combined together and called as Integrated Central Manager (ICM). It acts as an Authenticated Server (AS) which manages the communication between the client and the Access Point. The proposed solution increases the throughput. When there is a chance of the failure of the ICM, maintaining a duplicate ICM is proposed which secure the client and Access Point from the attacks.
INTRODUCTION
Wireless Local Area Networks (WLAN) are popular due to easy installation and it offers increased wireless access to the client with the help of Access Points (AP). Providing a better communication for data transferring in a wireless medium without hindrance is a challenging task. Intruders can easily access the network by pretending themselves as authenticated users. Denial of Service (DoS) attack is one kind of attack which is made by the intruders in a WLAN environment. In an infrastructure WLAN environment, all the nodes are connected through a central device called an Access Point (AP).
The AP does not have any firewall to protect WLAN against vulnerabilities. So it makes the DoS attack more serious. There are number of attacks possible in WLAN [1, 2] . But many people are not aware of the Denial of Service (DoS) attacks. Number of studies have been taken to avoid DoS attacks [3, 4] and different security protocols were also proposed and implemented over WLAN such as 802.11i [5] , Wired Equivalent Privacy (WEP) [1, 6] , Wi-Fi Protected Access (WPA) [2] , 802.11 [7, 8] , 802.11b [9] , 802.1x and 802.1w [10, 11] . None of them provide specific solution to avoid DoS attacks [12, 13] . This paper proposes an improved solution called the Integrated Central Manager (ICM) which is found to be an effective method for preventing Denial of Service (DoS) attacks in WLAN.
In this paper, section III describes the four types of DoS attacks. Section IV describes how the ICM avoid DoS attacks in Wireless Local Area Network (WLAN). Section V analyzes the performance of ICM in the real time environment and simulation. In Section VI, the results of the ICM in WLAN are discussed based on throughput with a graphical representation.
RELATED WORK
Ping Ding [14] describes an efficient solution to avoid DoS attacks for WLAN using Central Manager (CM). CM acts as a back end server which maintains three tables and timer to detect DoS attacks.
Mina Malekzade et al., [15] developed an experimental framework to measure the possible attacks using unprotected Extensible Authentication Protocol (EAP) frames against wireless communication.
Mofreh Salem et al., [16] proposed an Intruder Database (IDB) technique which prevents the intruders to bring down the network by DoS attack.
Abdul Azim Abdul Ghani et al., [12] 
EAPOL start frame over the AP
Wireless clients gain access to the network after sending an EAPOL start frame to the AP. Communication between AP and client will start after AP accepts the client's request by checking the user's identity. This is depicted in the figure 2. When clients are communicating with AP, an attacker sends a forgery EAPOL start frame to AP by spoofing the legitimate client's MAC address to make AP busy with an attacker and unable to handle legitimate traffic. So the client and AP's communication is discarded [17] .
EAPOL start frame over the client
In this type of attack, an attacker sends a forgery EAPOL start frame to the client in the mid of normal transmission by spoofing AP's MAC address. The below Fig 2. describes how the EAPOL start frame attack takes place in WLAN. 
EAPOL logoff frame over AP
When a client wishes to leave from WLAN, it sends EAPOL logoff frame to AP. By using this chance, an attacker spoofs the client's MAC address and sends EAPOL logoff frame to AP. In this case, AP considers this request is from one of the client and proceeds with logoff message to legal client. Then it disassociates the client from the transmission.
EAPOL logoff frame over client
An attacker sends an EAPOL logoff frame to the targeted client by spoofing AP's MAC address. The client thinks that the legitimate AP wants to logoff because of heavy traffic and accepts the logoff request.
INTEGRATED CENTRAL MANAGER
To prevent the DoS attacks discussed above, there is a need to follow a new mechanism which identifies the intruder and prevent him entering the network. Central Manager (CM) and Intruder Database (IDB) are clubbed together and formed an Integrated Central Manager (ICM). It manages all the activities of client and AP to detect and block an attacker from entering into WLAN. ICM is intended to prevent the Denial of Service attacks in an infrastructure network by maintaining five tables and a timer.
Tables maintained by ICM
The tables can be named as Accounts (T1), Intruder (T2), Authenticated Client (T3), Unauthenticated Client (T4) and Client 
ICM in DoS Attacks
It acts as an authentication server and takes responsibilities of AP to manage the AP and client communication, detect and block the intruders in a WLAN.
EAPOL start frame over the AP
An attacker sends EAPOL start frame to AP by spoofing authenticated client's MAC address else send request to AP by using his own MAC address. When an attacker sends an EAPOL start frame to AP, ICM will check in T2. If the address is found in T2, the request will be ignored by the 
EAPOL start frame over Client
The hacker will send EAPOL start frame to the client by spoofing MAC address of AP. When it sends login request to the client, the request will automatically transfer to the ICM. After receiving the request, ICM will check in the table T2. If the MAC address is found, it will ignore the request.
Otherwise it checks in T3. If the MAC address is already present in T3, it will ignore the request and also it spoofs the attacker's MAC address and stores it in the table T2.
EAPOL logoff frame over AP
An attacker sends logoff request message to AP by using legitimate client's MAC address. ICM sends an encrypted message to client whether to logoff or not. If the client accepts and responds with logoff continue message, it proceeds to logoff. If the client does not respond to AP, ICM spoofs and stores the attacker's MAC address in T2.
EAPOL logoff frame over Client
An attacker sends logoff request message to client by using AP's MAC address. ICM sends an encrypted message to AP whether to logoff or not. If the AP accepts and responds with logoff continue message, it proceeds to logoff. If the AP does not respond to client, ICM spoofs and stores the attacker's MAC address in T2.
PERFORMANCE EVALUATION
To evaluate the performance of ICM, It is implemented in both real time and in simulation environment. The solution is validated by measuring the throughput before and after implementing the ICM.
Test Bed for Real Time Environment
The experimental setup consists of one AP, one target client and one attacker. Configuration requirements are as follows:
One PC (CPU: Intel i3, RAM 2 GB, HDD 80GB) as Wireless Client. One PC (CPU: Intel i5, RAM 2 GB, HDD 80GB) as Attacker.
Initially, the client and AP are allowed to communicate. When the client sends EAPOL start frame request to AP, ICM checks its MAC address in T2. After checking in T2, it accepts the request, if the MAC address of the client is not in T2. After acceptance, AP and the client will communicate. The attacker will both spoof the MAC address of the AP or client and send EAPOL start frame or log off request. The request will be automatically sent to the ICM. It checks in T2, if the MAC address is not in T2, it checks in T3 since T3 contains the address of the authenticated clients. While checking in T3, it identifies that the request is from hacker. To confirm that, it sends encrypted message to either the client or AP, depending on the attacks. After confirmation, it infers the request is from the hacker and it automatically spoofs the hacker's MAC address and stores it in T3.
Simulation in NS-2
We set up a simulation environment to show the performance of ICM. The attacks which have been taken for simulation are EAP logoff, EAPOL start frame targeted over AP and client. The simulations are built on Network Simulator NS-2 [18, 19] . The description is given in Sec VI.
RESULTS AND DISCUSSIONS
This section discusses the experimental results for the existing and proposed solutions which are carried out to prevent DoS attacks. From the experimental results it is shown that the proposed ICM is better in preventing DoS attacks when compared with the existing Central Manager (CM) and Intruder Database (IDB).
Central Manager (CM)
The simulations are built on Network Simulator NS-2 and uses Case-Based Reasoning (CBR) applications as traffic generators. The CM's performance is evaluated by simulation, based on throughput and delay time. The attacks are simulated in two parts, login part (EAP start and 802.11 Association) and logout part (EAP failure, EAPOL logoff, MAC disassociation) [14] .
From the following Figures 3 and 4 , it is found that the throughput with CM is much better than throughput without CM. The same result is observed for delay time in WLAN. Simulation result for logout attack is same as for login attack. With CM, the WLAN's efficiency and performance is improved [14] . 
Intruder's Database (IDB)
IDB creates and modifies the database when an intruder is detected. This database prevents the intruders from bringing down the network by DoS attacks. The simulation results of this technique measures the probability of denied service with respect to the number of attacks and the maximum number of connections that the AP allows. The simulation result shows that the Probability of Denied Service (PDS) is decreased at different attack rates and increases the number of connections that the AP allows after using the IDB [16] . The above figures 5 and 6 show that, as the attack rate increase, the PDS increases. However, when the maximum number of connections increases, the technique was able to defeat attacks at higher rates (at 50 and 70 connections) [16] .
Integrated Central Manager (ICM)
By using CM, it is observed that the DoS attack is reduced. It uses 802.11 MAC protocol to show the effects of DoS attacks. Apart from preventing the attack, it also improves the performance of WLAN. But, in the case of failure of CM, the whole transmission is collapsed, as the attacker can easily make DoS attacks. In the case of IDB, it maintains a database which contains all the MAC addresses of authenticated clients and intruders. The Probability of Denied Service (PDS) is decreased after implementing IDB. The authentication process is based on an open shared key authentication, since the key is open to all, the hacker can easily get the key. IDB does not prevent the DoS attacks when the hacker enters by using a MAC address which is not yet installed in the database. To overcome the drawback of CM we propose ICM which clubs the concept of CM and IDB. It also maintains a duplicate ICM, which will take over the network, in case of failure of ICM. ICM will update the duplicate ICM often.
Fig 7: Results using the Existing and Proposed Solutions
The simulation scenario is set by taking AP as one node, client as other node and attacker as another node. At the beginning of the simulation, AP and client are in communication. At that time attacker will hack the MAC address of client and start the attack. During the attack the throughput is found to drop because the attacker will permanently stop the communication. This is observed through the graph generated by NS2 by taking time/second in X axis and throughput along Y axis. After implementing the solution the attacker cannot do the attack because the client authentication is based on the tables maintained by ICM. Hence ICM can easily identify the intruder and block him. Hence the throughput won't drop as shown in the figure7. The performance of the CM, IDB and ICM are compared based on the throughput. The result observed is represented in Figure 8 . 
CONCLUSION
From the simulation results the Integrated Central Manager (ICM) improves the WLAN's performance apart from preventing the attacks. The added advantage in ICM is that it spoofs and stores the intruder's MAC address without the knowledge of the intruder. The throughput is increased in ICM compared to CM. The DoS attack can be easily prevented by checking the intruder table which is maintained by ICM. The proposed solution prevents the DoS attack completely whereas Central Manager (CM) and Intruder database (IDB) only minimizes the attacks. But the maintenance of duplicate ICM will increase the traffic over head. But it prevents the network from the total drop of throughput when compared with CM and IDB.
